
TLP: WHITE

Subject to standard copyright rules, TLP:Whiteinformation may be distributed without restriction.

TLP: WHITE



CODY K RETSINGER

DIRECTOR OF INFORMATION SECURITY

CIAN C ENTER

TLP: WHITE

TLP: WHITE Subject to standard copyright rules, TLP:Whiteinformation may be distributed without restriction.



²Ƙŀǘ ǿŜΩǊŜ ŎƻǾŜǊƛƴƎ

ÅA day in the life of a Threat Actor

ÅGaining Valuable Threat Intelligence

ÅApplying Actionable Intelligence
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You need to know:

ÅAPTs: Advanced Persistent Threat

Å0-day(s): an exploit/vulnerability with no remediation

ÅDumps: [generally] large amounts of user data (passwords, etc)

ÅVPS: Virtual Private Server ςan amazon AWS or Digital Ocean instance

ÅHardened: difficult to get to/very secure
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A day in the Life of a Threat Actor
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How do I run a Threat Actor Start Up?

ÅStart with a Bulletproof host
ÅHardened boxes against LEO & other hackers

ÅBoxes difficult to seize

Å5ƻƴΩǘ ǇŀǊǘƛŎƛǇŀǘŜ ƛƴ ƛƭƭŜƎŀƭ ŀŎǘƛǾƛǘƛŜǎ
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Services for the bad guys

ÅProxies

ÅVPS (almost bulletproof)

ÅStorage Services

ÅForums

ÅMessaging Services
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But I want money!

develop malware
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Escrow! 

Agent

Release Assets
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ÅHacker for hire

ÅMalware Authors

ÅBotnet Operators

ÅBooters

.su 
domains 
good!

TLP: WHITE

TLP: WHITE Subject to standard copyright rules, TLP:Whiteinformation may be distributed without restriction.



Gaining Valuable Threat Intelligence
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The Deep vs the Dark
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ÅAPTs

Å0-days/exploits

ÅDumps

Threat Intel 

ÅNames

ÅTripwires

ÅMalicious Actors

ÅOther intel

TLP: WHITE

TLP: WHITE Subject to standard copyright rules, TLP:Whiteinformation may be distributed without restriction.



Where do we look?
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