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AA day in the life of a Threat Actor
AGaining Valuable Threat Intelligence

AApplying Actionable Intelligence
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You need to know:

AAPTs: Advanced Persistent Thre

A0-day(s): an exploit/vulnerability with no remediation
ADumps: [generally] large amounts of user data (passwords, etc)
AVPS: Virtual Private Servean amazon AWS or Digital Ocean instance

AHardened: difficult to get to/very secure
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A day In the Life of a Threat Actor
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How do | run a Threat Actor Start Up?

AStart with a Bulletproof host
AHardened boxes against LEO & other hackers

ABoxes difficult to seize
A52y Qi LI NI A OA LI
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Services for the bad guys

AProxies

AVPS (almost bulletproof)
AStorage Services
AForums

AMessaging Services
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vant money!
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l develop malware  and | need cash now.
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Release Assets .
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AHacker for hire
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good!

AMalware Authors
ABotnet Operators
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ABooters
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Gaining Valuable Threat Intelligence

Subject to standard copyright ruleBl.P:Whitanformation may be distributed without restriction.



—=Ia

TLPWHITE

The Deep vs the Dark

Internet > Deep Web > Dark Web
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“Threat Intel

AAPTS ANames

AO-days/exploits ATripwires

ADumps AMalicious Actors
AOther intel
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Where o we look?
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